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Network Authentication
Please enter user credentials

| YOUR.USERNAME

][ Cancel ]

The Credentials provided by the server could not be validated. We recommend
that you terminate the connection and contact your administrator with the
information provided in the details. You may still connect but doing so exposes
you to security risk by a possible rogue server.

Details Terminate ] [ Connect ]

L A [ g M0 1:02 PM

i
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5. This window will appear and
may be displayed for several
seconds.

6. Enter your Username and
Password.

7. Click OK.

NOTE: There is a possibility that you
will have to repeat Steps 4 — 6 and enter
your credentials again. If this happens
more than 3 times, please restart your
computer and try this document again.

8. Click on “Connect”.

9. Note the “Explanation Mark”
over the wireless icon indicating
limited connectivity at this point.
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You are being redirected to the network authentication page
f you are not redirected automatically, then please click HERE

@ Internet | Protected Mode: On 43 v ®|100% v
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Welcome to the University of South
Dakota

The University of South Dakota
Faculty / Staff / Students

Username
1. Account Pickup (for USD Faculty/Staff/Students)

—— i thisstep o ave alady pafomed accourt pickup o ony v an
Password account at another South Dakota public university. But if you are Faculty.
] Staff, or Student at USD and do not yet have your username and password
go to http://wwiw usd edu/accounts/pickup
Provider
Log on to the Network

Enter your usemame and password and select your university from the

Provider drop down menu to log on to the network
Please provide your
credentials to access this
network.

Download the Cisco NAC Agent (One time only)

Once your usemame and password have been verified, you will be prompted
to download and install the Cisco NAC Agent.

After installation is comolste_a Cisen NAC icon B8 will anoear in vour
@ Intenet | Protected Mode: On fa v ®100% v

Bl )
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10. Launch Internet Explorer.

11. This window will appear and
may be displayed for several
seconds.

12. Enter your USD username and
password and verify that USD is
in the “Provider” field. Click
“Login”.
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(2 hups/na-casusdedwaivostioeon O ~ @ B G X | 2 cicoNacwen Ag..

Network Security Notice: This network is protected by a Cisco NAC Appliance Agent, a component of the Cisco NAC Appliance Suite. The Agent ensures
that your computer meets the requirements for accessing this network, and helps you keep your computer secure and up-to-date.

Please use the Agent to log in to the network.
If you don't have the Agent software yet, download it by clicking the button below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Agent, please close this window and right-click the Agent icon in the system tray and choose Login from
the menu. Enter your usual network user name and password in the login window.

Launch Cisco NAG Windows Agent 49.0.33

Note: If you are already running the NAC Agent and you are connected through a slower connection (such as VPN or dial-up), please wait as it might take a
few moments for the Agent to pop up.

13. Click “Launch Cisco NAC Agent

2

/& Cisco NAC Agent Download - Windows Internet Explorer
@Ov [ 8] hitps://usd-cos.usd.edu/auth/perfigo_dm enfo ~ & | &[4 [ x | 8ing

et e N 14. Note the yellow bar across the

| @ Cisco NAC Agent Download

(@) This website wants to install the following

: = - top of the browser window.

website and the add-on and want to inst Install This Add-on for All Users on This Computer... .
What's the Risk?

Network Secu;’itt); Notice: This netlwork is protec*t]ed by a Cige . fa : tl : v CI ICk On the bar and Choose
a component of the Cisco NAC Appliance Suite. The Agenj£ns Information Bar Help I . 99
meets the requirements for accessing this network, ang#helps you keep your computer J | Il’lStaH thlS Add-On. ceeen The
secure and up-to-date. C NAC A t ” d I d
Please use the Agent to log in to the network. ISCO gen Wi own Oa. )

If you don't have the Agent software yet, download it by clicking the button below.
After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Agent, please close this window and
right-click the Agent icon in the system tray and choose Login from the menu. Enter
your usual network user name and password in the login window.

Checking system requirement ease wait. ( status = undefined )

Note: If you are already running the NAC Agent and you are connected through a
slower cannection (siich as VPN or dial-1in) _nlease wait as it miaht take a few
@ Done @ Intemet | Protected Mode: On fa v ®R100% ~
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Windows Internet Explorer s |

. To display the webpage again, the web browser needs to
! .. resend the information you've previously submitted.

If you were making a purchase, you should click Cancel to
avoid a duplicate transaction. Otherwise, click Retry to display
the webpage again.

[ Retry ] [ Cancel ]

Internet Explorer Security P P T———

. G A website wants to open web content using this
/. program on your computer

This program will open outside of Protected mode. Internet Explorer's
Protected mode helps protect your computer. If you do not trust this
website, do not open this program.

Name: Windows® installer
Publisher:  Microsoft Windows

[ Do not show me the warning for this program again

(¥) Details Alow || Don'talow |

Internet Exblorer z éecuf&y Warnihg -

Do you want to install this software?

@ Name: Cisco MAC Component

Publisher: Cisco Systems, Inc.

E]More options Install ] [ Don't Install ]

|i] While files from the Internet can be useful, this file type can potentially harm
#®/  your computer, Only install software from publishers you trust. What's the risk?
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15. Click “Retry”.

16. A User Account Control (UAC)
window may appear. Click
“Yes” if prompted.

17. Click “Allow”.

18. Click Install.
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4 Cisco NAC Agent - InstallShield Wizard E

—_— ., el o

Welcome to the InstallShield Wizard for Cisco
NAC Agent 4.8.0.32

The InstallShield(R) Wizard will install Cisco NAC Agent
4.8.0.32 on your computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

ﬁ] Cisco NAC Agent - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

End User License Agreement =

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT i
CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-
SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. OR ITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD
OF CISCO SYSTEMS, INC. (“CISCO™) IS WILLING TO LICENSE ITS SOFTWARE TO
YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERMS
CONTAINED IN THIS END USER LICENSE AGREEMENT PLUS ANY ADDITIONAL
LIMITATIONS ON THE LICENSE SET FORTH IN A SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE ¥

(") 1 accept the terms in the license agreement

(@) I do not accept the terms in the license agreement

InstaliShield
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19. Click “Next”.

20. Check the “I Accept
click “Next”.
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14! Cisco MAC Agent - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type.

@ Complete
&ll program features will be installed. (Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.

21. Choose “Complete” and click
InstaliShield “Next”.

< Back ][ Mext = ] [ Cancel ]

ﬁ] Cisco NAC Agent - InstallShield Wizard

—_— e, e, . A -

Ready to Install the Program

The wizard is ready to begin installation.

Click Install to begin the installation.

If you want to review or change any of your installation settings, dick Back. Click Cancel to
exit the wizard.

InstaliShield
' <Back | jinstal | [ cancel 22. Click “Install” and, if prompted,
click “Yes” to the User Account
Control screen (not shown).
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ﬂ Cisco NAC Agent - InstallShield Wizard

—_— ., el o

=

InstallShield Wizard Completed

Agent . Click Finish to exit the wizard.

[7] show the Windows Installer log

The InstallShield Wizard has successfully installed Cisco NAC

@ Cisco NAC Agent

ull‘nl‘lh
Pisco Cisco NAC Agent

usemame - [ EEEEEEEEEENNEN
.

W Remember Me

=3

Copyright © 2009-2010 Cisco Systems, Inc.
All Rights Reserved
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23. Click “Finish”.

24. Enter your USD username and
password then click “Log In”.
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@ Cisco NAC Agent

Cancel About

00:59:50 left

There is atleast one mandatory requirement failing. You are required to update your system
before you can access the netwark.

I : Show Details

25. Cisco NAC Agent (NAC) verifies
that the computer has an
approved and updated antivirus
application and that your
Windows operating system has
current security patches installed.

System Check Complete In the example on the left NAC

has found your system to be

deficient in one or more
requirements. Clicking “Show

Details” will display the items

that are deficient (Shown below).

@ Cisco NAC Agent

6 NAC Agent

@ Temporary Network Access 00:59:30 left

Security Compliance Summary
Scan Result Requirement Name

@ Mandatory Any_Antivirus

@ Mandatory Antivirus Definition Check

(%] lMandatory Microsoft Windows 7 Professional Critical Updates

26. This example shows that the
computer has failed the checks
for an approved antivirus
application, antivirus definition
(updates) check, and it deficient
in critical updates for Windows.

System Check Complete

27. Clicking “Hide Details” will
return to the previous screen.

Wednesday, January 11, 2012
This document is subject to change and is only valid on the day printed.



Title:
Application:
Description:

Wireless and Cisco NAC Setup for Windows 7
Windows 7 — Home Premium, Professional, Ultimate, and Enterprise

Connecting to university wireless and Cisco NAC Agent
Date Modified: December 29th, 2010

@ Cisco NAC Agent

Cancel About

sisco NAC Agent

@ Temporary Network Access 00:59:50 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

Show Details

28. Click “Repair”.

System Check Complete

£ Cisco NAC Agent

"""l'r— Cancel About
cisco Cisco NAC Agent

€9 Temporary Network Access 00:59:48 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

Your Anti-Virus definition files are out of date. Please update your anti-virus definition
files via your programs update method. Do not hit the Re-Scan button.

27. Do Not Click Re-Scan!

Manually update your Anti-Virus
definitions.

Remediating System
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@ Cisco NAC Agent E‘@@

Cancel About

Cisco NAC Agent

@ Temporary Network Access 00:59:50 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

28. NAC will rescan the system for
[ ShowDsiais.oJil_Continue any additional requirements.

System Check Complete

ollllll'F Cancel About
cisco Cisco NAC Agent

@ Temporary Network Access 00:59:40 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

Microsoft Windows 7 Professional Critical Updates

e 29.NAC hgs dete_rmined that there
are critical Windows updates
missing. Click “Go To Link™.

Remediating System
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=N B =

@U @[] betpe v update microsoft.com/microsoftupdate v| 2] “r| x || ging P -]

'€ Wicrosoft Update - Windows Internet Explorer

i Favorites | i3 (@8 Suggested Sites v @] Web Slice Gallery +

@MlcmsoftUpdate E} B = @ v Page~ Safety~ Tools~ '@"

-« .
'} Windows'
Microsoft Update

Use your Start menu to check for updates

Windows Update is included in Control Panel, In the future, to check for updates (or if this
webpage doesn't open Windows Update automatically):

m

= Click the Start butten, click All Programs, and then click Windows Update.

21 Windows Update

Accessories -
» ANl Programs 1 Back
[ Search progromy and files L | Search programs and filex El

Microsoft Update Privacy Statement

2010 Microsoft Corporation. All rights reserved. Terms of Use | Trademarks | Privacy Statemenk

Done @ Internet | Protected Mode: On 5 v H10% -
===
! ] iy ity Windows Update - e Search Control Pane!
O\J [E» Control Panel » System and Security » Windows Updat [ 4] o
(2]

Centrol Panel Home

Windows Update

‘\a) Install updates for your computer
= 58 important updates are 58 important updates selected,

available 112.7 MB - 114.6 MB

Check for updates
Change settings

View update history
Restore hidden updates

Updates: frequently asked
4 optional updates are available

questions
B Install updates
Mast recent check for updates:  Today at 1:23 PM
Updates were installed: Today at 1:08 PM. View update history
You receive updates: For Windows and other products from Microseft Update
Find out more about free software from Microsoft Update. Click here for details.
See also

Installed Updates

1‘; Windows Anytime Upgrade
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30. The Windows Update web page
will open and then redirects to
the Windows Update application
on the system.

31. Click “Install updates™. Note that
this may need to be repeated
several times depending on the
number of updates to install.
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S

- - - -

) #] Windows Update

Windows Malicious Software Removal Tool x64 - December 2010 (KB890830) -

>

MICROSOFT SOFTWARE LICENSE TERMS
MICROSOFT WINDOWS MALICIOUS SOFTWARE REMOVAL TOOL (A i
These license terms are an agreement between Microsoft Corporation (or based on

where you live, one of its affiliates) and you. Please read them. They apply to the

software named above, which includes the media on which you received it, if any. The
terms also apply to any Microsoft

* updates,

* supplements,

* Internet-based services, and

* support services

for this software, unless other terms accompany those items. If so, those terms apply. -
() Taccept the license terms m Print
() I decline

.
1 » Control Panel » System and Security » Windows Update v | 43 W Search Control Pansi pel

Control Panel Home

Windows Update

Check for updates |

Change settings i
g+ ) Downloading updates...

View update history _

j

Restore hidden updates .
Downloading 62 updates (88 KB total, 0% complete)

Updates: frequently asked

questions z
% Stop download
Most recent check for updates: Today at 8:05 AM
Updates were installed: Today at 8:07 AM. View update history
You receive updates: For Windows only.
Get updates for other Microsoft products. Find out more
See also

Installed Updates

£2 Windows Anytime Upgrade
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32. Accept any license prompts.

33. Allow all updates to download.
The system may require several
reboots during this process.
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£ Cisco NAC Agent

Full Network Access

cisco Cisco NAC Agent

Your device conforms with all the security policies for this protected network

NAC Process Completed

() % Set Network Locatio

N

Select a location for the "sdbor.local’ network

This computer is connected to a network. Windows will automatically apply the correct
network settings based on the network's location.

Home network
[‘ Hj) If all the computers on this network are at your home, and you recognize them,
T thisis a trusted home network. Don't choose this for public places such as
coffee shops or airports.

‘-j If all the computers on this network are at your workplace, and you recognize
¥ them, this is a trusted work network. Don't choose this for public places such as
coffee shops or airports.

Public network
If you don't recognize all the computers on the network (for example, you're in

a coffee shop or airport, or you have mobile broadband), this is a public
network and is not trusted.

{‘ Work network

[] Treat all future networks that I connect to as public, and don't ask me again.
Help me choose
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Cancel

34. After the system reboots log into
NAC. NAC will check for any
deficiencies. If none are found
you will see the screen to the left.
Click “OK”.

35. Select “Public Network™.

36. Click “Close”.



