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Connect to a network

Turn on activity animation

Turn off notification of new networks

Diagnose and repair

Network and Sharing Center

Select a network to connect to

Show [All
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Wireless and Cisco NAC Setup for
Windows Vista

Windows Vista

Connecting to university wireless and Cisco NAC Agent.

January 3rd, 2012

1. In the lower right corner of
the screen look for the
Network Connection Icon

Note: If the Network Connection
Icon is not displayed in the lower
right corner, you may need to click
the “<” button to display inactive
icons

2. Right-click on the Network
Connection Icon and click
“Connect to a network”

212PM

3. The Connect to a network
window will open and
should display a list of
active wireless connections
in the vicinity.

5' Unnamed Network Security-enabled network

4. Find and click “university”

5' university Security-enabled network

» ﬁ Unnamed Network Unsecured network

Set up a connection or network
Open Network and Sharing Center
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Select a network to connect to

Show [All

s. Unnamed Network Security-enabled network

E‘ university Security-enabled network

. h Unnamed Network Unsecured network

-~

Set up a connection or network

Open Network and Sharing Center
\ Connect ][ Cancel ]
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5. Click Connect

6. This window will appear
and may be displayed for
several seconds.
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Connect to a networ

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password to connect to this

network

* Enter/select additional log on information

< Connect to a different network

Enter Credentials

Wireless and Cisco NAC Setup for
Windows Vista

Windows Vista

Connecting to university wireless and Cisco NAC Agent.

January 3rd, 2012

7. Click “Enter/select
additional log on
information”

8. Enter your University

Username and Password

User name: YOUR _USERNAME

9. Leave the “Logon domain:”
blank

10. Click OK

NOTE: There is a possibility that
you will have to repeat Steps 7 — 10

Password: eoccccee

and enter your credentials again. If
this happens more than 3 times

Logon domain:

please restart your computer and try
this document again.

[ ] 5ave this user name and password for future use
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Title:

11. Click “Enter/select
additional log on
information”

Additional log on information is required to connect to this network.

You may need to select a certificate or enter a user name and password te connect to this
network

< Enter/select additional log on information

“» Connect to a different network

Validate SerQer Certii'ica_te ,

The Root Certification Authority for the server's certificate is: VeriSign 12. Click OK to accept the
Trust Network .

If this is the correct certificate, dick OK to connect and you will not see Server Certificate.
this message again. Click CANCEL to drop connection.

-

\ [ View Server Certificate
|

ok J[ cancel |
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Connecting to university

Ay

Successfully connected to university

Save this network
Start this connection automatically
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Wireless and Cisco NAC Setup for
Windows Vista

Windows Vista

Connecting to university wireless and Cisco NAC Agent.
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13. This window will appear
and may be displayed for
several seconds.

14. On the “Connect to a
network” screen, follow the
instructions below:

Check the option for “Save this
network”

Check the option for “Start this
connection automatically”

15. Click Close

16. Launch Internet Explorer

This document is subject to change and is only valid on the day printed.
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“ Welcome to the University of South 17. Log on to the network via
o

Dakota the web page provided.
The Usrversity of Souh Doketo

Faculty / Staff | Students
Username

Password

wid odu' B Coun S peciug

Provider

Log on to the Network
Enter vour Usemame and £as
P Oowr
Please pro
credental
network

i Validating and Usdatina

NAC Web Agent Download - Windows Internet Explorer. Q@@

- — 18. Click “Launch Cisco NAC
) » &) https:jusd-cas.usd.edufauthiperfign_cm_validat v 2 |[&][%][x] [ : |2 )
Windows Agent
¢ Favorites | 5 (€ v £]Free Hotmail £ ry v XXXXXX”
| @ Cisco NAC Web Agent Download v B 0 d - Page~ Safety~ Tods~ @~

Network Security Notice: This network is protected by the Clean Access Agent, a component
of the Cisco Clean Access Suite. The Clean Access Agent ensures that your computer meets the

requirements for accessing this network, and helps you keep your computer secure and up-to-
date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button
below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window
and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.
Enter your usual network user name and password in the login window.

( Launch Cisco NAC Windows Agent 4.6.2.113 ]

Note: If you are already running the NAC Agent and you are connected through a slower

connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent
to pop up.

€ Internet fh v ®100% v
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{= Cisco NAC Agent Download - Windows Internet Explorer Q@@
’:\w; hty s.usd. edufauthiperfigo_dr e v 8| (=] (42| [ 0ves L~ H
OO~ B J.& = | 19. If prompted, click on the
File Edit View Favorites Tools Help . -
¢ Favorites | 55 é t v €| FreeHotmaill & ] Web Sice N ye”oW Informatlon bar as
P —— ‘ B B O @ e saye Toke @ 7 shown in the picture.
’Q‘ This website wants to install the following add-on: 'Cisco MAC Agent Download Facilitator' from 'Cisco Systems'. I you trust the website and the add-on and want to x
installit, click here...
~
Network Security Notice: This netwsgk is protected by the Clean Access Agent, a component
of the Cisco Clean Access Suite. The an Access Agent ensures that your computer meets the 1 -
requirements for accessing this network,\gnd helps you keep your computer secure and up-to- 20 CIICk Run or InSta” a‘dd on
date.
Please use the Clean Access Agent to log in to the network.
If you don't have the Clean Access Agent software yet, download it by clicking the button
below. After downloading the installation file, run it to complete the installation.
If you have already downloaded and installed the Clean Access Agent, please close this window
and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.
Enter your usual network user name and password in the login window.
Checking system requirement ...... Please wait. ( status = undefined )
T T T —
Note: If you are already running the NAC Agent and you are connected through a slower
connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent
to pop up.
v
# Done € Internet 73 v ®100% <
Warning - Security @
The application's digital signature has been verified. « 21. If prompted, click Run
Do you want to run the application? =’
Name: CiscoNACDownloadFacilitator
Publisher: Cisco Systems
From: https: ffusd-cas.usd.edu
[ rn ]
g The digital signature has been validated by a trusted source, More Information...
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= Cisco NAC Agent Download - Windows Internet Explorer

@j:' | €] https://usd-cas.usd.edu/auth/perfioo enforce. jsp Vi SJ B4 X ‘5’,’ ear ‘

File Edit View Favorites Tools Help

i Favorites | 55 @& Sites v @] Free Hotmail @] Web Slice Gallery ~

| @ cisco NAC Agent Download L8

=] @ v Page v Safety » Tools v @v

L

»

Network Security Notice: This network is protected by the Clean Access Agent, a component
of the Cisco Clean Access Suite. The Clean Access Agent ensures that your computer meets the

requirements for accessing this network, and helps you keep your computer secure and up-to-
date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button
below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window
and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.
Enter your usual network user name and password in the login window.

Downloading Cisco NAC Agent ...... Please wait. ( status =2 )
| T —

Note: If you are already running the NAC Agent and you are connected through a slower

connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent
to pop up.

~

Done

& mnternet Ya v W 100%

Welcome to the InstallShield Wizard for Cisco
NAC Agent

The InstallShield{R) Wizard will install Cisco NAC Agent on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

i# Cisco NAC Agent - InstallShield Wizard X]

< Back [ Next > ] [ Cancel ]
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22. This window will appear
and may be displayed for
several minutes.

23. Click Next >
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i Cisco NAC Agent - InstallShield Wizard

License Agreement

Please read the following license agreement carefully.

End User License Agreement —4

IMPORTANT: PLEASE READ THIS END USER LICENSE AGREENMENT
CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR CISCO-
SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREENENT.

CISCO SYSTEMS, INC. ORITS SUBSIDIARY LICENSING THE SOFTWARE INSTEAD
OF CISCO SYSTEMS, INC. (“CISCO™) IS WILLING TO LICENSE ITS SOFTWARE TO
YOU ONLY UPON THE CONDITION THAT YOU ACCEPT ALL OF THE TERIVIS
CONTAINED IN THIS END USER LICENSE AGREEMENT PLUS ANY ADDITIONAL
LIMITATIONS ON THE LICENSE SET FORTH IN & SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE

v

I accept the terms in the license agreement

not accept the terms in the license agreement

[ < Back ][ Mext = ] [ Cancel ]

i Cisco NAC Agent - InstallShield Wizard

Setup Type
Choose the setup type that best suits your needs.

Please select a setup type,

Al program Features will be installed. {Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed, Recommended for advanced users.

[ < Back ][ Mext = J [ Cancel ]
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24. Read over the End User
License Agreement.

25. Accept the license
agreement by clicking the
option for “I accept the
terms in the license
agreement”

26. Click Next >

27. Click Next >
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i Cisco NAC Agent - InstallShield Wizard

Ready to Install the Program

The wizard is ready to beqin installation.

28. Click Install

Click Install to beqin the installation,

If you want to review or change any of yvour installation settings, click Back. Click Cancel to
exit the wizard.

[ < Back ][ Install ] [ Cancel ]

ii? Cisco NAC Agent - InstallShield Wizard

Installing Cisco NAC Agent

The program features you selected are being installed.

29. This window will appear
and may be displayed for

several minutes.

4 Please wait while the InstallShield Wizard installs Cisco NAC Agent . This
may take several minutes.

Status:
Copying new files

[IﬂlIIINNIIINNIIINlIIINNIIIﬂllllﬂﬂlllﬂﬂlllﬂllﬂl

< Back Mext = . Cancel
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i Cisco NAC Agent - InstallShield Wizard (%]

InstallShield Wizard Completed
30. Click Finish

The InstallShield Wizard has successfully installed Cisco NAC
Agent . Click Finish to exit the wizard.

< Back | Finish [ Cancel

22 Cisco NAC Agent

31. Login with your University
Username and Password

afraln
cisco Cisco NAC Agent Usemname:

Bl Remember Me

Authenticating User ‘

Copyright © 2009 Cisco Systems, Inc.
All Rights Reserved
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#2 Cisco NAC Agent E]E @

Cancel About

Sisco NAC Agent

(Y) Temporary Network Access 00:59:49 left

There is at least cne mandatory requirement failing. You are required to update your system
hefore you can access the network.

Il : Show Details l

System Check Complete

1 l Il I 'r Cancel About
cisco Cisco NAC Agent
8 Temporary Network Access 00:18:11 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

You do not have a recognized Anti-Virus. Please go to

hitp:/ww.usd.edu/technology/connecting-to-network.cfm and install Symantec
EndPoint. Do not hit the Re-Scan button.

Remediating System

Printed on Wednesday, January 11, 2012
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32.

33.

34.

If your computer does not
meet the minimum security
requirements, you will be
presented with a screen
indicating you have
Temporary Network
Access.

Click Repair to review the
first requirement

You will now be able to
review what security
requirements your computer
needs.

**Note if you do not have
anti-virus program go to the
link on the page to get
Symantec Anti-Virus.
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@ Temporary Network Access
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Cancel About

00:59:48 left

There is atleast one mandatory requirement failing. You are required to update your system

before you can access the network.

Your Anti-Virus definition files are out of date. Please update your anti-virus definition
files via your programs update method. Do not hit the Re-Scan button.

Remediating System

22 Cisco NAC Agent

oIS o'NAC Agent

Full Network Access

Your device conforms with all the security policies for this protected network

NAC Process Completed

Printed on Wednesday, January 11, 2012
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35. Click “Re-Scan”to get the
latest anti-virus definitions.

If additional requirements are
needed, you will be directed to
addressing these before continuing.

Note: Depending upon the

type(s) and number of updates
needed on your computer you may
need to follow these steps multiple
times.

36. Once you have fulfilled all
security requirements, you
will be presented with a Full
Network Access message.



