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Change Windows Firewall settings

Open Network Connections

Repair
Yiew Available Wireless Networks

Network Tasks

& Refresh network list

\32 Set up a wireless netwprk
for a home or small office

Related Tasks

) Learn about wireless
networking

¢ Change the order of
preferred networks

@ Change advanced
settings

5" Wireless Network Connection
- ]|

Wireless and Cisco NAC Setup for
Windows XP (32 or 64bit)

Windows XP - using Wireless and Cisco NAC

Connect to university wireless using Cisco NAC Agent.

January 9%, 2011

Choose a wireless network
Click an item in the list below to connect to a wireless network in range or to get more
information.
((ﬁ)) university
' Security-enabled wireless network (WPAZ) lllll
( ( ﬁ)) university-guest
Unsecured wireless network lllll
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1. Look for the Wireless icon

on the system tray (lower
right of the screen) — if it’s
not shown, you may need to
expand the System Tray by
clicking on the “<” button

Right-click the Wireless
icon and select “View
Available Wireless
Connections”

If your wireless adapter is
working correctly you
should see “University” as
an option

NOTE: If you are unable to see any
available wireless network
connections please ensure your
wireless adapter is turned on. If you
are unsure on how to do this, please
contact the Help Desk at: Faculty:
(605) 677-6463 or Students: (605)
677-5028
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Windows XP - using Wireless and Cisco NAC
Connect to university wireless using Cisco NAC Agent.
January 9%, 2011

5% Wireless Network Connection [ZJ 4. Click “Change advanced
I — : EL)
X : 1n
—— Choose a wireless network settings
E, Refresh network list Click an item in the list below to connect ko a wireless network in range or to get more
information.
<2 Set up a wireless network (@) university
for a home or small office i
5 Security-enabled wireless network (WPAZ) il.ll
Related Tasks (( i)) university-guest
antll

\i/ Learn about wireless Unsecured wireless network
networking

Change the order of
preferred networks

3¥ Change advanced
settings

Connect

-4 Wireless Network Connection Properties @

General | Witeless Networks | Advanced |

Connect using:
’q Wieless-G PCI A%r ‘ T

This connection uses the following items:

e Client for Microsoft Networks

,Q File and Printer Sharing for Microsoft Networks
=) 005 Packet Scheduler

%= Intemet Protocol (TCPAP)

[ Install... ] [ Uninstall ] [ Properties ]
Description
Allows your computer to access resources on a Microsoft
network.

Show icon in notification area when connected
Notify me when this connection has limited or no connectivity

[ 0K ][ Cancel ]

Printed on Wednesday, January 11, 2012

5. On the window that pops
up, select the “Wireless
Networks” tab

This document is subject to change and is only valid on the day printed.
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-4 Wireless Network Connection Properties @ 6. Check the option for “Use

- — Windows to configure my
| General | Wireless Networks | Advanced | . . -
wireless network settings

Use Windows to configure my wireless network settings

able networks:

ect to, disconnect from, or find out more information
less networks in range, click the button below.

[ View Wireless Networks ]

about

Preferred networks:
Automatically connect to available networks in the order listed

below:
Mo
Add... Remove Properties
Learn about setting up wireless network

configuration.

[ 0K ][ Cancel ]

-4 Wireless Network Connection Properties [g]

VGene[al 'WiIEIESS Networks %VAdvanced‘

7. Click “Add...”

Use Windows to configure my wireless network settings

Available networks:

To connect to, disconnect from, or find out more information
about wireless networks in range, click the button below.

[ View Wireless Networks ]

Preferred networks:
Automatically connect to available networks in the order listed
belows:

Add... P
Learn about up wireless network
configuration.

[ 0K ][ Cancel ]

Printed on Wednesday, January 11, 2012
This document is subject to change and is only valid on the day printed.



Wireless and Cisco NAC Setup for
Windows XP (32 or 64bit)
Application: Windows XP - using Wireless and Cisco NAC

Title:

Description: Connect to university wireless using Cisco NAC Agent.
Date Modified: January 9, 2011

Wireless network properties @ 8. Asshown in the picture,
_— - _ change the settings to the
Association | Authentication | Connection foIIowing'
Network name [SSID); iuniversity ‘
Connect even if this network is not broadcasting Check the Option for
Wireless network key “Connect even if this
This network requires a key for the following: network is not broadcasting”
Network Authentication: { *z i
IS8 S fiEs = Network name (SSID):

university

Network Authentication:
WPA2

o * Data Encryption: AES

[] This is a computer-to-computer (ad hoc) network; wireless U nChECk the Optlon fOf'
access points are not used “This is a Computer_to_
computer (ad hoc) network;
Lo N ancat ] wireless access points are
not used”
university properties @
Association| Authentication | Connection 9. Select the Authentication
| Tab
‘ 10. As shown in the picture,
configure the settings as
EAP type: | Protected EAP (PEAP) v follows:
EAP type: Protected EAP

(PEAP)

[[] Authenticate as computer when computer information is available

Uncheck both of the bottom

[[] Authenticate as guest when user or computer information is
unavailable checkboxes

11. Click “Properties”

[ ok ][ cancel |

Printed on Wednesday, January 11, 2012
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Protected EAP Properties

When connecting:

[[Jvalidate server certificate

Wireless and Cisco NAC Setup for
Windows XP (32 or 64bit)

Windows XP - using Wireless and Cisco NAC
Connect to university wireless using Cisco NAC Agent.
January 9", 2011

12. Double check that the

Protected EAP Properties
window has the following
settings:

Uncheck the option for
“Validate server certificate”

Select Authentication

' [] A& Certificate Services

[[] AC RAIZ DNIE
1 [[] A-CERT ADVANCED
' [[] Agence Nationale de Certification Electronique
\ [] Aagence Nationale de Certification Electronique
‘ [] America Online Root Certification Authority 1
; [] America Online Root Certification Authority 2
[£

— Method set to: Secured
password (EAP-MSCHAP
V2)
Check the option for
; “Enable Fast Reconnect”

Select Authentication Method:

Enable Fast Reconnect
[TJEnable Quarantine checks
[]pisconnect if server does nat present cryptobinding TLY

All other options unchecked

13. Click the “Configure...”
button under the “Select

‘ - = 3 Authentication Method”
| Secured password (EAP-MSCHAP v2) v | .
= = ‘ heading

[ OK ] [ Cancel

EAP MSCHAPv2 Properties %]

“When connecting:

] Automatically use my Windows logon name and
password (and domain if any).

[ 0K ] [ Cancel ]

Printed on Wednesday, January 11, 2012

14. Uncheck the option for
“Automatically use my
Windows logon name and
password (and domain if

any)”.

15. Select “OK” on all open
windows

This document is subject to change and is only valid on the day printed.
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" wWireless Network Connection x

Click here to select a certificate or other credentials for
connection to the network university

Enter Credentials

Wireless and Cisco NAC Setup for
Windows XP (32 or 64bit)

Windows XP - using Wireless and Cisco NAC
Connect to university wireless using Cisco NAC Agent.
January 9%, 2011

16. At the bottom right of the
screen, click on the popup
message “Wireless Network
Connection — Click here to
select a certificate of other
credentials for connection to
the network university”

17. Enter your Username and
Password

18. Leave the “Logon domain:”
blank

g | YOUR_USERNAME

Password: | sescsses

‘ 19. Click OK

Logon domain: ’

Save this user name and password far Future use

[ OK ] [ Cancel

Printed on Wednesday, January 11, 2012

20. Launch “Internet Explorer”

This document is subject to change and is only valid on the day printed.
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“ Welcome to the University of South
. Dakota

The Usiversity of South Doketo

Faculty / Staff | Students

Usermname

Password

Provider
Log on 1o the Network
nter Yo ¢ and password and select y

Zrcp O

Download the Cisco NAC Agent (One time only)
network

Validating and Usdatina

Network Security Notice: This network is protected by a Cisco NAC Appliance Agent, a
component of the Cisco NAC Appliance Suite. The Agent ensures that your computer
meets the requirements for accessing this network, and helps you keep your computer
secure and up-to-date.

Please use the Agent to log in to the network.

If you don't have the Agent software yet, download it by clicking the button below.
After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Agent, please close this window and
right-click the Agent icon in the system tray and choose Login from the menu. Enter
your usual network user name and password in the login window.

| Launch Cisco NAC Windows Agent 4.9.0.33 ]|

Note: If you are already running the NAC Agent and you are connected through a slower
connection (such as VPN or dial-up), please wait as it might take a few moments for
the Agent to pop up.

Printed on Wednesday, January 11, 2012
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21. Log on to the network via
the web page provided.

22. Click “Launch Cisco NAC
Windows Agent
XXX XXX”
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B This webske wants to install the following add-on: ‘Cisco NAC Agent Download Faciitator' from 'Cisco Systems”. IF you trust the webske and the add-on and want to
nstal v, dick hers. .

Network Security Notice: This netwk is protected by the Clean Access Agent, a component
of the Cisco Clean Access Suite. The CIgan Access Agent ensures that your computer meets the
requirements for accessing this network,\gnd helps you keep your computer secure and up-to-
date.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button
below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window
and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.
Enter your usual network user name and password in the login window.

Checking system requirement ...... Please wait, ( status = undefined )
[T — |

Note: If you are already running the NAC Agent and you are connected through a slower
connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent
to pop up.

Warning - Security. @

The application's digital signature has been verified. &
Do you want to run the application? =’
Name: CiscoNACDownloadFacilitator

Publisher: Cisco Systems

From: https: jusd-cas.usd.edu

[v] Always trust content From this publisher.:

Cancel

g The digital signature has been validated by a trusted source, 4 More Information...

Printed on Wednesday, January 11, 2012
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23. If prompted, click on the
yellow information bar as
shown in the picture

24. Click “Install add-on”

25. If prompted, click “Run”
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Nfetwork Security Notice: This network is protected by the Clean Access Agent, a component 26- ThIS WmeW WI” appear
of the Cisco Clean Access Suite. The Clean Access Agent ensures that your computer meets the i

requirements for accessing this network, and helps you keep your computer secure and up-to- and may t_)e dlsplayed fOI’
date. several minutes.

Please use the Clean Access Agent to log in to the network.

If you don't have the Clean Access Agent software yet, download it by clicking the button
below. After downloading the installation file, run it to complete the installation.

If you have already downloaded and installed the Clean Access Agent, please close this window
and right-click the Clean Access Agent icon in the system tray and choose Login from the menu.
Enter your usual network user name and password in the login window.

Downloading Cisco NAC Agent ...... Please wait. ( status =2 )
| T T —

Note: If you are already running the NAC Agent and you are connected through a slower
connection (such as VPN or dial-up), please wait as it might take a few moments for the Agent
to pop up.

i# Cisco NAC Agent - InstaliShield Wizard X 27. Click “Next >

Welcome to the InstallShield Wizard for Cisco
NAC Agent

The InstallShield(R) Wizard will install Cisco NAC Agent on your
computer. To continue, click Next.

WARNING: This program is protected by copyright law and
international treaties.

< Back [ Next > ] [ Cancel ]

Printed on Wednesday, January 11, 2012
This document is subject to change and is only valid on the day printed.



Wireless and Cisco NAC Setup for
Windows XP (32 or 64bit)

Application: Windows XP - using Wireless and Cisco NAC

Title:

Description: Connect to university wireless using Cisco NAC Agent.
Date Modified: January 9, 2011

28. Read over the End User

i Cisco NAC Agent - InstallShield Wizard :
License Agreement

License Agreement

Please read the following license agreement carefully.

29. Accept the license
agreement by clicking the

End User License Agreement g option for “T accept the
IMPORTANT: PLEASE READ THIS END USER LICENSE AGREEMENT terms in the license
CAREFULLY. DOWNLOADING, INSTALLING OR USING CISCO OR CISCO- agreement”

SUPPLIED SOFTWARE CONSTITUTES ACCEPTANCE OF THIS AGREEMENT.

CISCO SYSTEMS, INC. O ITS SUESIDIARY LICENSING THE SOFTWARE INSTEAD 30. Click “Next >”

OF CISCO SYSTEMS, INC. (“CISCO™) IS WILLING TO LICENSE ITS SOFTWARE TO
YOU ONLY UPON THE CONDITION THAT YOU ACCEPT &ALL OF THE TERIVS
CONTAINED IN THIS END USER LICENSE AGREEMENT PLUS ANY ADDITIONAL
LIMITATIONS ON THE LICENSE SET FORTH IN & SUPPLEMENTAL LICENSE
AGREEMENT ACCOMPANYING THE PRODUCT (COLLECTIVELY THE

I accept the terms in the license agreement

not accept the terms in the license agreement

[£

[ < Back ][ Mext = I [ Cancel ]

i Cisco NAC Agent - InstallShield Wizard

31. Make sure “Complete” is

Setup Type
selected

Choose the setup type that best suits your needs.

32. Click “Next>”

Please select a setup type,

(3) Complete

All program features will be installed. {Requires the most disk
space.)

Choose which program features you want installed and where they
will be installed. Recommended for advanced users.,

[ < Back H Next = J [ Cancel ]

Printed on Wednesday, January 11, 2012
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i Cisco NAC Agent - InstallShield Wizard

Ready to Install the Program

The wizard is ready to beqin installation.

Click Install to beqin the installation.

exit the wizard.

If you want to review or change any of your installation settings, click Back. Click Cancel to

Wireless and Cisco NAC Setup for
Windows XP (32 or 64bit)

Windows XP - using Wireless and Cisco NAC
Connect to university wireless using Cisco NAC Agent.
January 9%, 2011

33. Click “Install”

L < Back ]I

Install

J [

Cancel ]

i Cisco NAC Agent - InstallShield Wizard

Installing Cisco NAC Agent

The program features you selected are being installed.
[d
may take several minutes.,

Status:
Copying new files

Please wait while the InstallShield Wizard installs Cisco NAC Agent . This

34. This window will appear
and may be displayed for
several minutes while it
installs.

[.------------------I------.--.-----------I--.]

Cancel

Printed on Wednesday, January 11, 2012
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i@ Cisco NAC Agent - InstallShield Wizard

< Back

InstallShield Wizard Completed

The InstallShield Wizard has successfully installed Cisco NAC
Agent . Click Finish to exit the wizard.

Wireless and Cisco NAC Setup for
Windows XP (32 or 64bit)

Windows XP - using Wireless and Cisco NAC
Connect to university wireless using Cisco NAC Agent.
January 9%, 2011

35. Click “Finish”

vl
Cisco

Cisco NAC Agent

usemame : [ NG
password : [ RN

B Remember Me

Copyright © 2009-2010 Cisco Systems, Inc
All Rights Reserved

Printed on Wednesday, January 11, 2012

36. Login with your USD
Username and Password

Note: the ‘Remember Me’
box will keep your
username populated for
future connections.

This document is subject to change and is only valid on the day printed.
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Cancel About

"Cisco NAC Agent

8 Temporary Network Access 00:59:51 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

| Show Details

System Check Complete

00:59:07 left

Security Compliance Summary
Scan Result Requirement Name

(%] IMandatory

Any_Antivirus
D Mandatory  Update_AntiVirus_Definitions

@ Mandatory  Microsoft Windows XP Pro/Home Critical Updates

System Check Complete

Printed on Wednesday, January 11, 2012
This document is subject to change and is only valid on the day printed.

37.

38.

39.

40.

Windows XP - using Wireless and Cisco NAC

Connect to university wireless using Cisco NAC Agent.

Cisco NAC Agent (NAC)
verifies that the computer
has an approved and
updated antivirus
application and that your
Windows operating system
has current security patches
installed. In the example on
the left, NAC has found
your system to be deficient
in one or more
requirements.

Click “Show Details” to
display the items that are
deficient (Shown below).

This example shows that the
computer has failed the
checks for an approved
antivirus application,
antivirus definition
(updates) check, and it is
deficient in critical updates
for Windows.

Click “Hide Details” to

return to the previous
screen.

13
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Cancel About

cisco Cisco NAC Agent

@ Temporary Network Access 00:59:51 left

There is at least one mandatory requirement failing. You are required to update your system
before you can access the network.

| Show Details

System Check Complete

Cancel About

“Cisco NAC Agent

@ Temporary Network Access 00:58:29 left

There is atleast one mandataory requirement failing. You are required to update your system
before you can access the network.

You do not have a recognized Anti-Virus. Please go to

hitp:/fwww.usd.edutechnology/connecting-to-network.cfm and install Symantec
EndPaoint. Do not hitthe Re-Scan button.

Remediating System

Printed on Wednesday, January 11, 2012
This document is subject to change and is only valid on the day printed.

41. Click “Repair”.

42. Do Not Click Re-Scan!

Copy and paste the
following URL into Internet

Explorer:
http://www.usd.edu/technology/
connecting-to-network.cfm

This will take you to the
web page for USD’s
Symantec EndPoint
Protection. You may
download and install this
antivirus.

14
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Title:

43. If you have an Anti-Virus
Technology that isn’t recognized by
Connecting to USD Network CISCO NAC! please fo-IIOW
s B wo the Removal Instructions to

) remove your current Anti-
: Virus program.

44. Once you have uninstalled
your current Anti-Virus or if
you don’t have one
currently, click on the link
“Symantec EndPoint
Protection”.

Connect to www.usd.edu 7 45. Enter your USD username
and password
= ,t» :

1m A\

46. Click “OK”.
The server www,usd,edu at requires a username and
password.

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without a secure connection).

User name: [ Q | v ]

Password: [ ‘

[Jremember my password

[ OK ][ Cancel ]

15
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myu. contactus uspAtoz NN so--r

@ Anti-Virus Download

UNIVERSITY OF
SOUTH DAKOTA

USD - Anti-Virus Download

Remember: You MUST uninstall all i of anti-virus on your before pi ding any further. Should you
install the Symantec EndPoint anti-virus software without uninstalling your current version, you run the risk of the

versions conflicting, or of rendering your computer inoperable.

If you are not sure if you have the 32 bit or 64 bit version of Windows, you can go here to learn how to determine which version you have.

Download in PDF format.
Windows XP

Windows 7/Vista

Windows 7/Vista/XP (32 bit)

University Owned Use this option to install anti~virus protection on a University owned system

Non-University Owned Use this option to install anti-virus protection on a non-University owned system. After installing,

you will need to run LiveUpdate occasionally to receive the latestvirus definition files.
Windows 7/Vista/XP (64 bit)

University Owned Use this option to install anti-virus protection on a University owned system.

Non-University Owned Use this option to install anti-virus protection on a non-University owned system. After installing

you will need to run LiveUpdate occasionally to receive the latest virus definition files.
Mac OS X

University Owned Use this option to install anti-virus protection on a University owned system

47.

48.

Windows XP - using Wireless and Cisco NAC

Connect to university wireless using Cisco NAC Agent.

Choose the Non-University
Owned EndPoint version
that matches your Windows
type. (See links for help in
determining which
Windows version is
installed on your computer
and how to install
Symantec).

Symantec may require you
to restart your computer. If
this happens, please restart
and log back into Cisco
NAC to continue.
Otherwise, click “Re-Scan”.

Non-University Owned
Should you have any questions, please contact the Helpdesk at 677-5028

Emergency | Privacy | Accessibility | EEOC | Policies
USD is governed by the Board of Regents of South Dakota.
© Copyright 2012

CISCO o] AC Agent

@ Temporary Network Access 00:59:52 left

There is at least one mandatory requirement failing. You are required to update your system

hefore you can access the network.

Your Anti-Virus definition files are out of date. Please update your anti-virus definition

files via your programs update method. Do not hit the Re-Scan button.

Remediating System

Printed on Wednesday, January 11, 2012

Use this option to install anti-virus protecticn on a non-University owned system. After installing,
you will need to run LiveUpdate occasionally to receive the latest virus definition files.

University of South Dakota

414 E Clark St.

Vermillion SD 67069
1-877-COYOTES | 1-877-269-6837

fBEN

49. Do Not Click Re-Scan!
If your Anti-Virus
definitions are out of date,
you will see this screen
prompting you to Update
them.

Cancel About

50. Please use your Anti-Virus
program’s update utility to
update your Anti-Virus
definitions. Symantec’s
update utility is called “Live
Update”.

51. Once the update is
complete, click “Re-Scan”.
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Cancel About

@ Temporary Network Access 00:59:47 left

There is atleast one mandatory requirement failing. You are required to update your system
before you can access the network.

Microsoft Windows XP Critical Updates

Go To Link

Remediating System

g Quick Links | Home | Worldvide
= Search Microsoft.com for:
Microsoft [

Microsoft Update

Mowspserone || Welcome

to Microsoft Update

Options
Review your update history
Restore Keep your computer up to date

Check to see if you need updates for Windows, your programs, your hardware or your devices.

Change settings

FAQ Get high-priority updates (recommended)
Get help and support

Use administrator options

Select from aptional and high-priority updates for

Windows and other programs

Concerned about privacy? \When you check for updates, basic information about your computer, not you, is used to
determine which updates your programs need. To learn more, see our privacy statement.

Microsoft Update Privacy Statement
© 2012 Microsoft Corporation, All rights reserved, Terms of Use | Trademarks | Privacy Statement

Printed on Wednesday, January 11, 2012
This document is subject to change and is only valid on the day printed.

52. NAC has determined that
there are critical Windows
updates missing. Click “Go
To Link”.

53. An Internet Explorer
window will open and you
will be redirected to
Microsoft Update.

54. Click “Express”
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Microsoft
Microsoft Update
Microsoft Update Home |
Options &P

Review your update history

Welcome

: _to Microsoft Update

Checking for the latest updates for your computer...

Change settings [ [ 11111 ]
FAQ
Get help and support

Use administrator options

55. Microsoft Update will check

Search Microsoft.com for:

|

for the latest updates for
your computer.

Microsoft Update Privacy Statement
© 2012 Microsoft Corporation. Al rights reserved, Terms of Use | Trademarks | Privacy Statement

Microsoft

Microsoft Update

Microsoft Update Home L ‘ Eﬁl ”giﬁ Igi! |“§

—— 56. Once the update check
completes, click the “Install
Updates” button.

(@ melvees @) | | Review and Install Updates

Download size (total): 0B *

Options Install Updates |  Estimated time at your connection speed: 0 minutes *

(KB2656353)

Cumulative Security Update for ActiveX Killbits for Windows XP (KB2618451)
Security Update for Windows XP (KB2619339)

Security Update for Windows XP (KB2620712)

Windows Malicious Software Removal Tool - December 2011 (KB890830)

Review your update history (*Downloaded; ready to install)

Restore hidden updates

Change settings High-priority updates

FAQ Microsoft Windows XP

Get help and suppart Update for Windows XP (KB2633952)

Use administrator options Security Update for Microsoft .NET Framework 4 on XP, Server 2003, Vista, Windows 7, Server 2008 x86 (KB2656351) 1
Security Update for Microsoft .NET Framework 3.5 SP1 on Windows XP, Server 2003, Vista, Server 2008 x86 (KB2657424)

Security Update for Microsoft .NET Framework 1.1 SP1 on Windows XP, Windows Vista, and Windows Server 2008 x86

Security Update for Microsoft .NET Framework 2.0 SP2 on Windows Server 2003 and Windows XP x86 (KB2656352)

Cumulative Security Update for Internet Explorer 7 for Windows XP (KB2618444)

Microsoft Update Privacy Statement
© 2012 Microsoft Corporation, Allrights reserved, Terms of Use | Trademarks | Privacy Statement

Printed on Wednesday, January 11, 2012
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“ Installing Updates @

% The updates are being installed

Installation status:

Initializing installation. .. done!

Installing Update for Microsoft Office 2010 (KB2553455) 32-Bit Edition {update 1 of 27)...
dane!

Installing Update For Microsoft Office 2010 (KB2553181) 32-Bit Edition (update 2 of 27)... |

Installing:

R ]

Full Network Access

NAC Process Completed

Printed on Wednesday, January 11, 2012
This document is subject to change and is only valid on the day printed.

57. The install process will
begin.

58. Once the install process
finishes, you may be
required to restart your
computer.

NOTE: Depending upon the
type(s) and number of updates
needed on your computer, you
may need to follow these steps
multiple times.

59. Once Cisco passes all
remediation checks, it will
log you in successfully with
Full Network Access.
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